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Process Monitoring detects and records processes and service 
activity, providing alerts on important behavior such as hosts 
running black-listed processes (peer-to-peer clients), critical 
processes stopping or non-approved processes starting.

Network Monitoring provides a detailed log of all network 
connections opened and closed on a host. It identifies and alarms 
on critical events such as unauthorized web or FTP servers.

Data Loss Monitoring prevents data movement to/from 
removable media such as CD/DVD-RW devices and USB drives. 
This component logs, alerts on and audits all movement of data 
to removable media ports and can block data transfers on selected 
machines and devices.

User Activity Monitoring logs any user or process that authenticates 
or attempts to authenticate to a host, thus identifying unexpected 
behavior and providing alerts on such threats as brute force attacks 
or unauthorized account creation or privilege modification, also 
providing audit trail capabilities of these uses and behaviors.

Windows Registry Monitoring sees changes to the Windows 
Registry and triggers alarms. If the change is determined to be 
malicious, administrators can approve automatically disabling the 
startup processes to prevent the spread of malware.
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